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Abstract – About 90% of world trade in transportation of goods is conducted via maritime transportation. An important 

operation area of maritime cargo transportation is ports. It is necessary to keep these ports secure where information and 

communication technologies are utilized widely. In terms of security, one of the security parameters is cyber space. Utilization 

of information and communication technologies at ports brings about various security flaws for cyber attacks. One of the risks 

led by the deficits is terrorist actions carried out by cyber attacks. Today, risk of cyber terrorism has been increasing gradually 

and companies which are aware of the threat work on necessary measures. In this study, cyber terrorism threat at ports is 

analyzed; also measures to be taken for prevention or decrease of risks, and application process in port organization structure 

are evaluated. In this study, literature review was conducted. Also, evaluations were conducted as a result of interviews with 

information technologies and security specialists of ports.   
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I. INTRODUCTION 

Ports are international gates of a country that open up to the 

world. Today, ports are centers that are integrated with other 

modes of transportation, have logistic services like carriage, 

warehousing, custom, distribution and insurance as well as 

loading and unloading; they have infrastructure to give 

services to different types of ships and cargo and they utilize 

information and communication technologies intensely. A 

cyber attack to a port led by use of information and 

communication technologies for terror cause problems in 

economy of a country, destruction in infra- and/or super-

structure, jeopardy in security, social chaos and negative 

effect on society’s health. 

After terrorist attacks on September 11th 2001 in United 

States of America conducted by vehicles, International 

Martime Organization (IMO) pioneered to take new measures 

regarding security of ships and port facilities in order to 

prevent all kinds of terrorist attacks at sea or from sea. In this 

way, the International Ship and Port Facility Security (ISPS) 

Code was constructed. ISPS Code defines responsibilities of 

the contracting states, obligations of the companies, measures 

regarding ship and port security and their scopes. Also, 

International Safety Management (ISM) Code was introduced 

for safe management of ships and prevention of sea pollution. 

ISM includes minimum standards that makes management of 

a ship possible without endangering life, property and 

environmental safety. Both applications were added to the 

1974 dated International Convention for the Safety of Life at 

Sea (SOLAS) and have binding effects on contractor states 

[1]. Basic reason for measures is to increase security in 

maritime transportation. However, threat of cyber attacks 

continues to be a problem in maritime sector, as it is the case 

in all other sectors, even though measures that were taken 

increased physical security [2]. 

The present study considers possibility of terrorist actions 

at ports via cyber attacks. In the study, scope of cyber attacks 

and terrorism is defined firstly and then possible cyber 

terrorist attacks to ports are explored. Risk analysis for 

prevention of attacks and basic framework of related cyber 

security plan, and application of the plan within 

organizational structure of the port. 

II. CYBER ATTACKS AND CYBER TERRORISM 

Digital Information Warfare is a process of introducing 

malicious computer software into a system of information 

(which can be either a very large information network or 

personal computers) for civil, military, political, economic or 

personal purposes without the knowledge of the user. The 

attacker can be a security organization of any country, a 

terrorist organization, an international business or any other 

person. The field of activity of the digital information war is 

so wide and aims vary according to the damage to be given to 

the user. Therefore, according to the type of attacker, the 

purpose of digital information warfare can be grouped into 

three sub-headings. These are weakening, deception and 

disabling of the target information system. In order to achieve 

these objectives, individuals or organizations that apply the 

war of digital information generally follow the stages of 

infiltration, expansion, waiting to become active and 

becoming active [3]. In this context, the techniques used can 

be named as cyber attack. 

The cyber attack is an attempt to eliminate the privacy, 

integrity or accessibility of the information contained in 

cyberspace. There are many results ranging from propoganda 

to spying and interfering with services in order to damage 
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critical infrastructures (finance, production, communication, 

energy etc.) [4], [5]. Cyberspace, where cyber attacks take 

place is a complex environment that does not exist 

physically, which arises from the interaction of people, 

software and the services on the Internet through 

technological tools and their connected networks [6]. 

Cyberspace means more than internet. It includes all 

software, hardware and shared data, which can be linked to 

cyberspace. It is also a structure in which people and social 

interaction are involved. 

Cyber attacks that result from the human factor in 

cyberspace as shown in Figure 1 are conducted by foreign 

intelligence services, disaffected employees, investigative 

journalists, extremist organizations, hactivists, organized 

crime goups [7], terrorists [8] and rebels [9].  

 

 
Fig. 1 Resources of cyber attacks  

Terrorist actions can also be realized through cyber attacks. 

"The term ‘terrorism’ means premeditated, politically 

motivated violence perpetrated against non-combatant targets 

by sub-national groups or clandestine agents, usually 

intended to influence an audience [10]". Terrorism is also a 

kind of psychological warfare based on psychological 

manipulation. Terrorists aim to evoke fear and anxiety by 

attacking the weak and vulnerable sides of their targets. 

Terrorists use three main tools to increase their power. These 

are media, support networks and technology. Cyber terrorists 

similarly use the same tools to enhance the impact of their 

goals [11]-[13]. Because cyber space turned into a battlefield 

by terrorists, they no longer rely solely on military power; 

their strategy and tactics have become increasingly 

technology driven [14]. 

The concept of cyber terrorism is defined in various ways. 

According to Barry Collin who is one of the first users of the 

concept, cyber terrorism consists of intersection of physical 

and virtual concepts which are separate from each other [15]. 

According to another definition, cyber terrorism in the strict 

sense is defined as politically intended attacks targeting 

information systems that are not part of war; whereas in a 

broad sense, cyber terrorism refers to the use of all kinds of 

information and communication technologies of terrorists 

[16]. Cyber terrorism can also be defined as personally or 

politically motivated actions aim to disrupt or harm the 

balance of organizational or national interests through the use 

of electronic tools for information systems, computer 

programs or other communication transfer and storage tools 

[17]. There is also a reference to Dorothy E. Denning's paper 

for the definition of cyber terrorism [18]. According to this 

definition, cyber terrorism is the intersection of terrorism and 

cyberspace. They are attacks or threats against computers, 

networks, and information stored within them, or threats to 

suppress or intimidate a government or public for political 

and social purposes. Moreover, for an attack to be classified 

as cyber terrorism, it must contain violence against people or 

goods, or at least cause harm that evoke fear. Serious attacks 

against critical infrastructures can be an act of cyber terrorism 

when they adversely affect the social order if these structures 

fail to perform their functions. However, attacks that interrupt 

non-essential services or give intensely financial damage are 

not considered as cyber terrorism [19]. Although there are 

various differences in the scope of the definitions, the tools of 

attack are the information and communication technologies 

that have been increasing rapidly in people's daily life. 

III. MARITIME TRANSPORT AND CYBER TERROR THREATS 

Risk is the possibility that a different situation from 

expected one may arise in the future. The difference may be 

in favor of or against the company. However, the word risk is 

often used to mean the possibility of negative damage [20]. 

When it occurs, terrorist threat is a risk with devastating 

consequences. 

The maritime transport integrates the global trade and 

logistics network, and one of its main components is the ports 

[21]. The ports are delicate areas that spread the threat of 

terror over a wide area due to the size of their surface area, 

intermodal transport connections, busy and crowded trade 

centers. Also, because ports are critical infrastructures when 

the secrecy, integrity or accessibility of the information in the 

ports is impaired, it may cause loss of life, large-scale 

economic damage, national security deficits, or deterioration 

of public order [22]. For this reason, it is necessary to take 

protective measures in advance and eliminate the possibility 

of occurrence of the threat or minimize it within acceptable 

limits. 

The basic objectives for a terrorist attack in a port can be 

summarized as follows in connection with Figure 2 [23]. 

A) Closing the harbor mouth to prevent entry from the sea 

to the port. 

B)  Sinking or damaging a ship in the port. 

C) Damaging the terminal and / or terminal equipment. 

D) Changing the contents of the load or damaging the load 

in the terminal. 

E) Damaging the railway connection in the port area. 

F) Damaging the highway connection in the port area. 

G) Damaging the international highway. 

H) Damaging inland waterway transport. 

I) Sabotaging the pipeline and stopping the flow. 

J) Armed attack on the facility from outside the port. 
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Fig. 2 Targets for terrorist attacks in ports  

In general, a terrorist attack on a port targets, a portion of 

the cargo, transportation vehicles within the port and port 

environment. Cyber-attack elements can also be used in 

terrorist actions against these targets. 

In international trade, in terms of security, it is difficult to 

monitor cargos produced in different parts of the world and 

transported by sea. For example, a container transport 

includes data transfer between different parties, such as 

shipping company, departure port, destination port, road 

transport company, purchaser, customs authorities, mediators 

and banks [24]. For security purposes, it is necessary to 

monitor all cargo movements and share information between 

the parties. Because of the cyber attacks, the system 

information in the ports can be changed and weapons and / or 

terrorists can be placed in containers. Chemical, biological, 

radiological and nuclear materials at the storage area in ports 

can be used for attacking [25]. Today, some terrorist groups 

use international communication tools to create international 

networks and thus increase their technical skills. 

Today, many ships are driven by computers that control 

navigation, communication, fire prevention systems and 

engines; this situation creates vulnerability to cyber attacks in 

the maritime sector [26]. Automatic Identification System 

(AIS), which is developed to provide automatic information 

from ship to ship and from ship to shore authority, is used in 

international transports with over 300 gross tons and above 

vessels, and it is used on all passenger ships, regardless of the 

size of the cargoes carrying over 500 gross tons and above 

[27]. Researchers at Trend Micro have conducted an 

experiment to measure the sensitivity of the system to cyber 

attacks. By using a simple communication device, the 

internet provider has been manipulated and the system has 

been broken and the data changed. In this way details such as 

the position, route, load, flag and name of the ship could be 

changed and at the same time they were able to form a fake 

ship in any position [28]. Transport vehicles are the target of 

terrorist attacks, but are also used as weapons [29]. The 

Global Positioning System (GPS), which provides location 

information through the interaction of satellites emitting 

regular signal emitters on the earth, is affected by signal 

disturbers. In a study, the GPS, which directs the autopilot, 

was deceived by device that cost $3000 and the devide 

maneuvered the ship outside the control of the seaman [30]. 

The Vessel Traffic Services System (VTS), which is used to 

ensure safety in maritime traffic, may pose a danger by 

misleading ships as a result of cyber attacks. Here, ships can 

be targeted. At the same time the other danger is the 

possibility of attacking ports by using ships. The issue of 

cyber attack and terrorism is an important security risk for 

maritime transport considering all these events. 

IV. RISK ANALYSIS AND CYBER SECURITY PLAN FOR CYBER 

TERRORIST ATTACKS IN PORTS 

The risk analysis can be carried out correctly in order to 

prevent a cyber terror attack against a port. Security risk 

analysis consists of three main components: risk 

management, risk assessment and risk communication [31]. 

Risk management consists of establishing the basic principles 

of risk policy, determining the position of risk management 

within the organizational structure and determining the 

planning, coordination, information and control processes in 

order to support the senior management [32]. In the risk 

assessment, the scope of cyber terrorism risk that can be 

encountered in the port is identified and the types and 

consequences of the emergence are evaluated. Risk 

communication also focuses on how to share risk information 

among parties [33]. 

Once the risk has been analyzed, it is necessary to create a 

cyber security plan in order to prevent terrorist acts in ports 

from being carried out by cyber attacks. The plan determines 

the actions that will ensure the security of the systems used in 

all kinds of services, transactions and data provided in 

information technologies, prevent the realization of the risk 

or, if any, ensure that the effects are kept to a minimum and 

that the system will return to normal as soon as possible [34]. 

As in Figure 3, while creating the cyber security plan, it is 

necessary to create a network that works in coordination with 

each other, covering the minimum security requirements 

needed by port operation processes, ISPS security plan and 

ISM ship safety management. 

 

 
Fig. 3 Cyber security network in ports 

Port operation processes mainly cover quay, yard and 

hinterland operations. Berth operations include guidance, 

tugboat, ship loading and unloading operations; quay 

operations include storage, documentation and handling of 

cargo, import, export and transit and hinterland operations 

cover the off-port distribution of cargoes [35]. Operational 

activities are performed within the framework of safety and 

security standards. With ISPS Code, it is aimed to detect and 

evaluate security threats and to take preventive measures 

against security threats affecting ships and port facilities used 

in international trade [36]. In order to meet ISM ship safety 

management requirements, safety and environmental 

protection policy, risk analysis and preventive measures are 

established. The authority and responsibility of the company, 
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the authorized personnel in the company, the responsibility of 

the captain and the resources are determined. 

The issues to be considered when creating a port cyber 

security plan can be listed as follows [37]. 

 Making risk analysis of information communication 

technologies, 

 Using preventive safety measures in ports and ships to 

reduce the risks in the IT systems to an acceptable 

level, 

 Determining internet access security policy for ship 

operations, 

 Determining the use policy of removable storage 

devices such as USB external memory, external disk, 

cd, dvd, 

 Determining employees' wireless network connections 

and access policy, 

 Setting a policy for maintenance and updating of 

information communication systems, 

 Determining the limits of remote access authorization 

for system display and maintenance, 

 Preparing a contingency plan for information 

communication technologies and systems, 

 Determining cyber action management process like 

detecting, reporting, evaluation and decision, response, 

improvement, and lessons learned, 

 Providing employees with awareness training on cyber 

security risks and controls. 

The correct construction of the plan depends on the internal 

functioning of the port and its interaction with the external 

environment. It also depends on the integration of ISPS and 

ISM regulations and the coverage of security measures 

specific to cyber attacks, and the main determinant is the 

implementation of the cyber security plan. 

V. APPLICATION OF CYBER SECURITY PLAN IN PORT 

OPERATIONS 

Ports are open systems. The systems that consist of various 

parts working together and in an environment, which interact 

with and within themselves, are defined as open systems [38]. 

At the same time, ports are organizations that have wide 

range of operations. An organization is a social structure with 

unique resources and characteristics that have certain 

purposes [39]. The organizational structure of a business is 

usually divided on the basis of its functions [40]. The 

organizational structure of the ports is generally divided into 

functional sections as in the example in Figure 4. 

Accordingly, the personnel or the unit responsible for port 

security may be included in the safety and security 

department.  

 

 
Fig. 4 Example of a port organization chart  

Operation planning requires a systematic and 

comprehensive approach [41], [42]. The personnel in the port 

operation department follow up the business processes with 

support from software programs. According to the 

information provided by the IT and security experts working 

in the ports, the ship file and work order are created for each 

ship in these software programs and stored on a server. The 

ship file is accessible to all parties involved in the operation 

of the work orders. In such a case, a cyber attack can be made 

to the network, the data in the files that are open to share can 

be deleted or altered, etc. and it will cause erroneous work 

orders to be sent to hand terminals. If the attack is noticed, 

operations are paused until the system is fixed. However, in 

cases where the attack is noticed but the system will take a 

long time to recover, the operations are carried out manually 

by the employees. Communication between the center and 

the field is provided by radio communication and every work 

order is done on paper. Switching to a manual operation as a 

result of a cyber attack can make the port vulnerable to 

terrorist attacks. Especially at night, fog, rainfall and so on. 

Terrorist operations in the port area may not be noticed 

during the operations performed in weather conditions. 

Due to all possible hazards, the cyber security network 

needs to be managed correctly in order to be functional. This 

management process is carried out by the safety and security 

department at the port. The port security department carries 

out its security-related business processes in coordination 

with other parts of the port, third parties engaged in port and 

public institutions, and organizations. First of all, safety 

standards and plans are determined according to ISPS. 

Possible threats are identified; countermeasures are taken; 

infrastructure and superstructure elements as well as vehicles 

and equipment in the harbor are secured. All loading and 

unloading operations related to the ship are inspected. 

Preventive measures are taken for software and hardware that 

may create cyber security threats. The computers used for 

this purpose are encrypted and / or anti-virus programs are 

used. Stored and used data is backed up at regular intervals. 

The database is backed up both on the server and on 

machines that do not have an internet connection, or on disks 

that are not sharable. 

The security of the information infrastructure can be 

ensured by applying ISO 27001 Information Security 
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Management System which is regulated by International 

Standards Organization (ISO). In addition, daily work 

processes are carried out in a structure with protective 

security measures. The port entries of the personnel are made 

with the entry card defined for them and the entry of 

unauthorized persons is prevented. Safety and security 

training is provided to the employees of the port personnel 

and the third party enterprises in the port. Continuous and 

accurate communication between all departments is vital. The 

content and operation of the plan are checked at specific 

intervals and the content is updated if necessary. 

VI. CONCLUSION 

Intensive use of cyber technologies in business processes 

also brings about new security problems. Terrorist forces in 

particular also benefit from information and communication 

technologies. For this reason, the possibility of terrorist 

attacks against ports can be realized through cyber attacks. In 

order to prevent cyber attacks and related terrorist acts in 

ports, firstly risk analysis is needed and a cyber security plan 

specific to the functioning of the port is needed according to 

results of the analysis. 

Considering the software-supported virtual environments 

provided by today's technology, there is no inconvenience to 

bring the "cyber" prefix in front of all of these security 

initiatives. With this prefix, the concept of war, which could 

only target soldiers and military facilities in the past, has 

spread to all units of society, and it is common to continue 

cyber activities even in peace conditions. 

The sources of cyber threats consist of people with 

software knowledge and people are targets again. These 

threats try to affect individuals via attacks on social networks 

and personal web pages. Also, cyber threats target society 

with state structures that have smart infrastructure such as 

corporate web pages, e-government, e-bank and e-health. 

This effect covers all components of port security and at 

different levels. This situation, naturally; it concerns all 

structures of maritime transport in general and port security 

in particular. 

Therefore, it is assessed that following are needed: 

 Structuring a strategy and action planning in a highly 

flexible manner with serious foresight studies. 

 Establishing an organization to prevent cyber-

threatening activities with a supranational organization 

and defining responsibilities on a sub-component basis 

very clearly. 

 Ensuring that the necessary legislations are structured 

and updated on a national and international level in a 

manner that will not create any vacancy and that also 

protects the rights and freedoms of the people. 

 Designing all necessary software, primarily critical 

software, using national resources and software 

discipline. 

 Designing various levels of trainings in order to 

increase cyber security awareness in both the 

institutional and individual levels and creating cyber 

security awareness. 
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